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2 HWHCTAJLJIALINA ITAKETOB

Coznanue cepBepa

e Omneparmonnas cucrema - OEL 71,

e HeobGxoaumoe TpeGoBaHre K MOHTHPOBAHUIO KATAJIOra */tmp” - He J10J2KHO
ObIThH oIy “noexec”.

1 Firewall

Heobxommmo, 910061 ObLIM OTKPBITHI CAETYIONINE TTOPTDHI:

’IIOpT ‘IIpOTOKOH \ Haznauenue
80 TCP HTTP, used for provisioning purposes
443 TCP HTTPS, used for web access and api communication
5647 TCP qdrouterd - used for client and Smart Proxy actions
8140 TCP Puppet agent to Puppet master connections
HTTPS - used for communication
9090 Tep with the Smart Proxy

Tabauna 1: OrkpeiTbie moprsl s “Katello”

OTKpBITHE TOPTOB:

# firewall-cmd --get-active-zones
public

# firewall-cmd \

--zone=public \

--add-port="53/udp" --add-port="53/tcp" \
--add-port="67/udp" --add-port="69/udp" \
--add-port="80/tcp" --add-port="443/tcp" \
--add-port="5000/tcp" --add-port="5647/tcp" \
--add-port="8000/tcp" --add-port="8140/tcp" \
--add-port="8443/tcp" --add-port="9090/tcp" \
--permanent

# firewall-cmd --reload

2 MHMHcraaaanms 1IakeToB

B cocras muctpubyrusa “OEL 7”7 He BxOomuT maker “subscribe-manager”, koro-
pblﬁ HaJO yCTaHaBJ/JIMBaTb OTAC/ILHO:

# wget https://copr.fedoraproject.org/coprs/dgoodwin/
subscription-manager/repo/epel-7/dgoodwin -
subscription -manager -epel-7.repo -0 /etc/yum.repos.
d/dgoodwin-subscription-manager -epel-7.repo

1 Tnst mpo6e1 cucremer “Katello” ncrmonbsopanacek supryanusanus VirtualBox. ITox cucrenmy
6b110 BoeaeHo 12I'B O3Y u 2 BUPTyaJbHBIX ITPOLECCOPA.




3 HWHCTAJLJIALINA “KATELLO”

Kpome Toro, ecim yCcTaHOBJIEHBI CJIEYIOIINE AKETHI:
e rhn-check

e rhn-client-tools

e rhn-setup

e rhn-setup-gnome

e rhnlib

e rhnsd

e yum-rhn-plugin

TO UX HAJO YIAJIUTb.

2.1 VYcranoBKa HeOOXOAMMBIX PEIO3UTOPUEB.

#

yum -y localinstall https://fedorapeople.org/groups/
katello/releases/yum/3.12/katello/el7/x86_64/
katello-repos-latest.rpm

yum -y localinstall https://yum.theforeman.org/
releases/1.22/el7/x86_64/foreman-release.rpm

yum -y localinstall https://yum.puppet.com/puppet6 -
release-el-7.noarch.rpm

yum -y localinstall https://dl.fedoraproject.org/pub
/epel/epel-release-latest-7.noarch.rpm

3 MHucraananua “Katello”

Buaumanne: rnepej yC'I'aHOBKOﬁ Heo6x0;1,1/11\10 O6pEL'I'HTb BHMMaHHWE Ha BOMOXKHOCTDb

YCTaHOBKU C JOIIOJIHUTEJIbHBIMU (le?ll‘?ll\lM.

# yum -y install foreman-release-scl

# yum -y install katello

# foreman-installer --scenario katello \
--foreman-initial -organization="Example" \
--foreman-initial-location="Latvia" \
--foreman-initial -admin-username=admin \
--foreman-initial -admin-password="PasswOrd"

Installing Done

[100%]

Success!

* Katello is running at https://foreman.bank.
baltikums.com

* To install an additional Foreman proxy on separate
machine continue by running:




3 HWHCTAJLJIALINA “KATELLO”

foreman-proxy-certs-generate --foreman-proxy-
fqdn "$FOREMAN_PROXY" --certs-tar "/root/
$FOREMAN_PROXY -certs.tar"
The full log is at /var/log/foreman-installer/
katello.log
yum install -y -q rh-mongodb34-syspaths finished
successfully!

3.1 Cwmena napoJs

IIpu HeoOXOIMMOCTH MOYKHO CMEHUTH aIMUHUCTPATUBHBIN [1APOJIb:

# foreman-rake permissions:reset

/usr/share/foreman/lib/foreman.rb:8: warning: already
initialized constant Foreman::UUID_REGEXP

/usr/share/foreman/lib/foreman.rb:8: warning: previous
definition of UUID_REGEXP was here

Reset to user: admin, password: HfWLyceWA5bdRon3

Ecu 6bu1a mpoussejieHa cMeHa TIapoJisd, TO B daiire

¢

‘/root /. hammer /cli.modules.d /foreman.yml” rakxke HEOOXOMMO U3MEHUTD I1a-
pOJIb.

3.2 JlobaBjieHUWEe JIOMEHOB

# hammer domain create --name habital.lv

3.3 lobaBienue mojacereit

# hammer domain list

# hammer subnet create \
--organizations "Example" \
--locations "Latvia" \
--name "VirtualBox Net" \
--network "10.0.3.0" \
--mask "255.255.255.0" \
--network-type "IPv4" \
--domain-ids "1"

3.4 JlobaBiieHWe MPOIYyKTOB

3.4.1 Co3ganue HOBOTO MPOAYKTA




3 HWHCTAJLJIALINA “KATELLO”

# hammer organization list

# hammer product create \
--name=’Extra Packages for Enterprise Linux’ \
--organization-id 1 \
--description ’Extra Packages for Enterprise Linux’

3.4.2 [dobasaenue GPG-kiaroueit

# hammer organization 1list
# wget -q https://dl.fedoraproject.org/pub/epel/RPM-
GPG-KEY-EPEL-7 -0 ~/RPM-GPG-KEY-EPEL-7
# hammer gpg create \
--key “/RPM-GPG-KEY-EPEL-7 \
--name °’GPG EPEL 7’ \
--organization-id 1

t
1
1

PG Key 1

Showing 1-30f 3 1 of1

Puc. 1: Content Credentials

3.4.3 [Hobasiaenne EPEL 7-peno3suntopus

# hammer organization 1list

hammer gpg list --organization-id 1

# hammer repository create \
--name=’EPEL 7 - x86_64’ \
--organization-id 1 \
--product=’Extra Packages for Enterprise Linux’ \
--content -type=’yum’ \
--download-policy "on_demand" \
--publish-via-http=true \
--url=https://dl.fedoraproject.org/pub/epel/7/x86_64

/ N\

--gpg-key="GPG EPEL 7"

E=3

Kpome sToro mHasmo nobaBurh Kito4dn, perno3uTopun ist mpoaykTos “Oracle

Enterprise Linux 77, “Puppet Client for RHEL/CentOS 7”.




3 HWHCTAJLJIALINA “KATELLO”

@ FOREMAN  carmple

Bt | Repo Discovery | Select Action |

00f 3 Selected

SyncPlan Repositories

Showing 1-3 0f3 1 of1

Puc. 2: IIpoaykrer Katello

3.4.4 CuHXpoHHU3alUs PENO3UTOPUEB

Tlocse co3manust HECKOJIBKUX PEIIO3UTOPUEB UX HEOOXOMMMO CHHXPOHU3UPOBATH:

# hammer repository 1list

1 | EPEL 7 - x86_64 | EPEL 7 - x86_64

6 | OL7_Addons | Oracle Enterprise Linux 7
3 | OL7_Latest | Oracle Enterprise Linux 7
5 | OL7_Optional_Latest | Oracle Enterprise Linux 7
4 | OL7_UEKR5 | Oracle Enterprise Linux 7
2 | puppet_pcl_x86_64 | Puppet Client for RHEL/

Cent0S 7
# hammer product list --organization-id 1

1 | EPEL 7 - x86_64 | Extra Packages for Enterprise
Linux

4 | Oracle Enterprise Linux 7 | Oracle Enterprise
Linux 7

2 | Puppet Client for RHEL/Cent0S 7 | Puppet client
repository to use with RHEL 7Cent0S 7

# for i in $(seq 3 6); do \

hammer repository synchronize \
--product "Oracle Enterprise Linux 7" \
--id "$i"; N\

done

CUHXPOHU3AIUIO MOXKHO OCYINEecTBUTH Takxke u uepe3 WEB-UL

3.5 Livecycle

Cosmanne:

# hammer lifecycle-environment create \
--name "Production" \
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--description "Production" \
--prior "Library"
--organization-id 1

3.6 Content View

# hammer content-view create \
--name "QOEL7_content" \
--description "Content view for OEL7" \
--organization-id 1

3.6.1 IlyoaukoBanue “Content View”

# hammer content-view publish \
--name "Q0EL7_content" \
--description "Publishing repositories"

@ FOREVAN  cemple - Lot -

Monitor Content Views

0o perpae Showing -1 of1 1o
Puc. 3: Content View
3.7 Co3pganue Kiaodeil aKkTuBaImmu
# hammer activation-key list --organization-id 1

ID | NAME | HOST LIMIT | LIFECYCLE ENVIRONMENT |
CONTENT VIEW

ID | NAME | PRIOR

S [
1 | Library |

2 | Production | Library

# hammer content-view version 1list

2 | OEL7_content 1.0 | 1.0 | Library
,Production




4 PETHUCTPAIINSA KJIMEHTA HA “KATELLO”-CEPBEPE

1 | Default Organization View 1.0 | 1.0 | Library

Cozmaaum kmod akruBaiuu juid “Content View - OEL7 _content”

# hammer activation-key create \

"QEL7 -key" \
--description "Key to use with O0EL7" \
--lifecycle-environment "Library" \
--content-view "OEL7_content" \
--unlimited-hosts \
--organization-id 1

Activation key created.

--name

Bcee moanucku moxkuo yeumersh uepe3 WEB-UI:

@ FOREMAN  Eemple

Subscriptions

earcl Add Subscriptions || Manage Manifest || Export Csv
Content

Requires Virt-
Name Type sku Contract Start Date EndDate Wh“ Consume d Entitlements

Hosts 2019-08-18 2049-08-10
Physical 909249161037

Physical 476512569535

Physica 648340298524

16106152 +0300
2019.08-19
2049:36 +0300
2019.08-18
17:08:43 40300

15106152 40200

2049.08-11
19:49:36 +0200
2049.08-10

16:08:43 40200

Puc. 4: Subscriptions

4 Perucrpanmsa kiaueHTta Ha “Katello”-cepBepe

Ha croposne kjmenTa Ha 0 IPOBEPUTH, YTO YCTAHOBJIEH “subscription-manager”:

# yum install subscription-manager

A Taxxke:

# yum install -y https://yum.theforeman.org/client
/1.22/el7/x86_64/foreman-client-release.rpnm

# curl --insecure --output katello-ca-consumer-latest.
noarch.rpm https://foreman.habital.lv/pub/katello-
ca-consumer -latest.noarch.rpm

# yum localinstall katello-ca-consumer-latest.noarch.
rpm

# yum install katello-agent




5 MOJAyJin [IJid “PUPPETSERVER”

@ FOREMAN  cempie - Lo s

"To register a content host to this server, follow these steps

1. Selecta Content Source:
foreman habitallv v

2.Install the pre-buil bootstrap RPM;
curl --insecure --output katello-ca-consumer-latest.noarch.rpm https://foreman.habital.lv/pub/katello-ca-consumer-latest.noarch.rpm
yun localinstall katello-ca-consumer-latest.noarch.rpm

3. Register using subscription-manager.

Using an Activation Key:

subscript register --org="Example" --activat ="<Activation Key Name>"
Using a username and password:

subscription-manager register --org="Example" --environment="Library"

4.Install clent package:

Toreport package & errata Information:
yum -y install katello-host-tools
o optionallyreport tracer Information:
yun -y install katello-host-tools-tracer
For remote actions and reporting package & errata information

yum -y install katello-agent

Puc. 5: Katello Content Host Registration

Ecnu ucmons3yercsa sBuptyanusaius va ocaose “VmWare”, “Hyper-V”, “Xen”,
“VDSM” wim “RHEVM”, 1o Ha/i0 yCTaHOBUTH Ha I'OCTEBBIE Y3JIbI HAKeT “Virt-
who” u ero HacrpouTh
(cMm. https://access.redhat.com/labsinfo/virtwhoconfig). B cBasu ¢ rem,
qato cuctema “‘Katello” ycranmasimmsasach na VirtualBox, HacTpoitka makera “virt-
who” He mpoBOIMIACE.

[Tocse ycnemnoii perucrpanun “Katello”-cepBepa u rocTeBBIX y3JI0B 3TH y3-
JIBI MOXKHO cpa3dy yBuzaerhb B “Content Hosts™:

@ FOREMAN  cempie - Lo o

Content Hosts

Export | Register Content Host || Select Action |

Search | +
00 1 Selected
Lifecycle
O Name Subscription Status  Installable Updates 05 Environment Content view Registered Last Checkin
O foremanhabital ° oeL7 Library OEL7_content Aug 26, 6:47 PM Aug 26,717 PM
20 | perpage Showing 1-10f 1 1 |of1

Puc. 6: Content Hosts

5 Mopaynn aasa “Puppetserver”
Ha caiite https://forge.puppet.com/ MOXXHO HANTH TOTOBbIE MOJIYIH IS

puppetserver.

5.1 Monxymab “ntp”

st mpoBepKu paboThl MOJLYJIENl MOXKHO C BBIIIEYKA3aHHOIO CaiiTa BbIOpATh MO-
Jyab ‘ntp” U MHCTAJIUPOBATH €ro:

‘# puppet module install puppetlabs-ntp --version 8.0.0



5 MOJAyJin [IJid “PUPPETSERVER”

Notice: Preparing to install into /etc/puppetlabs/code
/environments/production/modules
Notice: Downloading from https://forgeapi.puppet.com

Notice: Installing -- do not interrupt
/etc/puppetlabs/code/environments/production/modules
| -- puppetlabs-ntp (v8.0.0)

| -- puppetlabs-stdlib (v6.0.0)

Uszmennm comepkumoe haitra “site.pp” Ha ciemyrormee:

class { ’ntp’:
servers => [ ’0.pool.ntp,org’, ’1.pool.ntp.org’ 1,
restrict => [
’default ignore’,
’-6 default ignore’,
’127.0.0.1°,
-6 ::17,
] )
}

include ntp

7 Ha XOcTe ¢ “puppet-arerToM” TPUHYAUTEIBHO mepednTaeM “‘pp-caitr’:

# puppet agent -t

IMocne mobaBieHnst MOYJIsS CIIEAYET MEPEINTATh Cojep:kuMoe (puc.7, 8):

x| Qsearch | W+ Import environments from foreman habital.v | (o el | Help

110f 1 1] of 1

Puc. 7: Puppet environments

10




6 YCTAHOBKA IIJIAT'MHA “REMOTE EXECUTION”

s > Changed environments

Select the changes you want to apply to Foreman
Toggle & New | & Updated olete

[] En

=

Puc. 8: Puppet change

5.2 VYnpaseHue Moiyad

s Hagasia HAJIO0 MPOBEPUTH CIIMCOK YCTAHOBJIEHHBIX MOTYJIEI:

# puppet module list /etc/puppetlabs/code/environments
/production/modules

| --- puppetlabs-apache (v5.0.0)

| --- puppetlabs-concat (v6.1.0)

| --- puppetlabs-ntp (v8.0.0)

| --- puppetlabs-stdlib (v6.0.0)

| --- puppetlabs-translate (v2.0.0)

/etc/puppetlabs/code/environments/common (no modules
installed)

/etc/puppetlabs/code/modules (no modules installed)

/opt/puppetlabs/puppet/modules (no modules installed)

/usr/share/puppet/modules (no modules installed)

# puppet module uninstall puppetlabs-ntp

Notice: Preparing to uninstall ’puppetlabs-ntp’ .

Removed ’puppetlabs-ntp’ (v8.0.0) from /etc/puppetlabs
/code/environments/production/modules

6 ¥YcraHoBKa marmaa ‘“‘Remote Execution”

i BO3MOXKHOCTH YJIAJIEHHOI'O BBIIOJIHEHUST KOMAaHJ[ HaJO TO00ABUTH IJIATUH
“Remote Execution”. O MOxKeT yCcTaHABJIMBATHCA KAK IIPU HUCXOTHON WHCTAJ-
JISATIAA, TAK U TOCJE.

# foreman-installer \
--enable-foreman-plugin-remote -execution \
--enable-foreman-proxy-plugin-remote-execution-ssh
Preparing installation Done

Success! * Katello is running at https://foreman.
habital.lv * To install an additional Foreman
proxy on separate machine continue by running:
foreman -proxy-certs-generate --foreman-proxy-
fqdn "$FOREMAN_PROXY" --certs-tar "/root/

11




6 YCTAHOBKA IIJIAT'MHA “REMOTE EXECUTION”

$FOREMAN_PROXY -certs.tar" The full log 1is
at /var/log/foreman-installer/katello.log

6.1 Hacrpoiika kKaoudeit SSH

Ha cepsepe namo cosmars mapy kioueit “SSH”:

# cd /usr/share/foreman-proxy/.ssh
# sudo -u foreman-proxy ssh-keygen \
-f “foreman-proxy/.ssh/id_rsa_foreman_proxy -N 7’

[Ipu Hanmmaum yrke MMEIONUXCS KJO4Yeil nX Ha 10 OyAT obHOBUTH. B cirydae,
econ BKJoUeH “SELinux”, HaJI0 BBIIOJHATH KOMAHILY:

# restorecon -RvF “foreman-proxy/.ssh

[Tocse gero BermosauTs pectapt “httpd”, “foreman-tasks” u “foreman-proxy”,
a TaK2Ke CKOIMPOBATH IYOJMIHBIH KJIIOY HA YIAJIEHHBIE XOCTHI:

# ssh-copy-id -i “foreman-proxy/.ssh/

id_rsa_foreman_proxy.pub \ root@remotehost.habital.
1v

3arem ciaemyer nposeputh Ha “Katello’-cepeepe 8 WEB-UI, uro mobaBiensr
“Dynflow” u “SSH™:

@ FOREMAN  Eemple - Lowia L & aminus

Smart Proxies » foreman.habitallv =

Actions v | [ Edit | [Delete

Overview  Services  Logs  Puppet  PuppetCA

Details Pulp storage
Communication status ]

URL hitps/foreman.habital\:9090 Narfibipulp, Ar/ib/pulp/content, and Al 132,68 0f50.3 6B Used
Version
Active features

Hosts managed 1
Failed features

Puc. 9: SmartProxies
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